
The Estée Lauder 
Breach of 2020
The forgotten records



When we think of security breaches most people 
may imagine Ethan Hunt breaking into a highly 
secure mainframe to still top secret information
protected by the most sophisticated technology 
to prevent any possibility of theft. But this is far 
from the truth when it come to the reality of 
cybersecurity breaches. Many of these breaches 
are often due to human error in such things as 
poor password creation and maintenance, or a 
failure to protect the information all together.



Many of the hackers of today may not be who we
think they are. Believed to be the youngest 
professional hacker in the world, Kristoffer Von 
Hassel, an 11 year old who said that he hacked into
his Xbox One because he was desperate to get into
games that he were not allowed to play. After the 
the discovery, Von Hassel’s father, a computer system
engineer, explained to his son the importance of 
bug ethics and presented his son with the option to
do what was right by reporting his finding to 
Microsoft, or to post his findings on YouTube for 
everyone to know. He chose to report it to Microsoft. 
Von Hassel displayed characteristics of what we know 
of as an ethical hacker.



In regards to the breach of Estée Lauder, 
it was discovery found by security 
researcher Jeremiah Fowler on January 
30th 2020. The findings revealed an 
exposure of  a database of more than 
440 million records. Though the 
company disclosed that the records were 
from an “education platform”, and did 
not contain any consumer data, the 
information did contain email addresses 
in plain text, reports, internal documents, 
IP addresses, ports, pathways, and 
storage information, which was 
accessible by anyone with an internet 
connection.



As we research the Estée Lauder breach 

further, we found that the internet facing 

database connected the New York-based 

cosmetic giant, was actually was not password 

protected. According to Fowler’s findings this 

is a very common occurrence seen within large 

companies. In the case of Estée Lauder, it was 

found that middleware, such as, data 

management, application services, API 

management, and messaging, was discovered 

to be the cause of the breach. 







Red Hat 
JBoss Enterprise Application Platform, IBM 
WebSphere, Oracle WebLogic, all used 
for helping with providing improved agility 
through, better user experiences, increased 
efficiency through automation, rapid innovation 
through shortening product development, 
portability and reusability by making 
applications scalable, cost effectiveness, and the 
most important, the management of 
information. Therefore this need for such 
services increases the risk in providing them.
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