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Some of the most
common Tools used
by Malicious Hackers

Malware
Viruses
Phishing
Spoofing

Logic bombs

Ransomware This Photo by Unknown Author is licensed under CC BY-SA

Etc..
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https://01gov.com/increase-cyber-attacks-governments/
https://creativecommons.org/licenses/by-sa/3.0/

» The Hacker's Mind

What is Hacking and
its intente
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- Who can be a hacker? \

- Types of Hackers

(Zampanti, 2019)
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The purpose
/

Government
Systems
Energy
Infrastructure
Financial
Monetary Gain institutions or
Individuals

Vulnerability Exploitation

Exposing
Celebrity
Accounts

Corporations

\/\/

Thrill Seeking



Who can be a hackere

Potential hackers often do
Can we be suree not look like we think

This Photo by Unknown Author is licensed under CC BY-NC : . —
This Photo by Unknown Author is licensed under CC BY-SA


https://www.freepngimg.com/png/88516-blue-product-faq-question-mark-free-clipart-hd
https://creativecommons.org/licenses/by-nc/3.0/
http://thecollaboratory.wikidot.com/2013-spring-sociology
https://creativecommons.org/licenses/by-sa/3.0/

// Friends do not let friend
i : s _ doPostp
function DoPostBack(arg) { i

if (arg) {
// This is not going to end well
__doPostBack( MakeFriendAngry , arg);
EndFriendShip();

els

}

el :
DoOtherMethod();




IN WHAT WAYS CAN HACKERS
GAIN UNAUTHORIZED ACCESS INTO
SYSTEM?
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Ethical hacking and how it plays a role
IN combating unauthorized access by
malicious hackerse

Ethical Hacking

This Photo by Unknown Author is licensed under CC BY-SA-NC (Simplilearn, 2021)


http://elblogdelbeto.com/introduccion-a-ethical-hacking/
https://creativecommons.org/licenses/by-nc-sa/3.0/

M“‘pﬂmmm,.-'.“
2 P LT AT e,
Rt —
A

"y

-,

S

a/;,.-w..,,:.
- oy ~

o

L)
R - ‘p‘ R “eite,

.
T SN 1 ey o R T

"
i o T B gy
s W18

LTy —
R LT s
‘:,'Mmmm-—n..., 28 .'".n'q“w"“"“‘(
) o et L4
"@ﬁ,ﬂ;w""-“ s, V1 2 1 1A AR
T

Trarereares
Rt
Ry



https://www.flickr.com/photos/tsevis/93150384/
https://creativecommons.org/licenses/by-nc-nd/3.0/
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http://ethicalhackerszone.blogspot.com/2013_08_01_archive.html
https://creativecommons.org/licenses/by/3.0/

Common tools most
ethical hackers use and
the steps taken to
secure a systeme

John the Ripper
Metasploit
Nmap
Wireshark
OpenVAS
IronWASP

Nikto

SQLMap

SQLNanO This Photo by Unknown Author is licensed under CC BY

Maltego

Burp Suite

NetStumbler
AirCrack-ng

Ettercap

Canvas (Team, 2021)
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https://overbr.com.br/artigos/evoluindo-na-carreira-de-cybersecurity
https://creativecommons.org/licenses/by/3.0/

Conclusion

Security App gets
Standards Distributed

approved to users

Developed Uploaded Integrate App is Results v »

Enterprise to with Scanned emailed to

App MaaS360 partner for flaws admin

308 %0
|

Failed to
pass security

standards

App needs to be re-worked, and process starts over until is passes.

This Photo by Unknown Author is licensed under CC BY-SA


https://raymondtec.com/2019/01/the-app-approval-workflow-keeps-enterprise-security-in-check-without-disrupting-productivity/
https://creativecommons.org/licenses/by-sa/3.0/
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